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Network telemetry types



On premise telemetry

Netflow, IPFIX

sFlow

SPAN



56%

16%

28%

Protocols use for DDoS detection

Netflow

sFlow

SPAN



Netflow based protocols



Netflow issues

Significant delay 

Lack of details

SAMPLING RATE REPORTING

Scalability issues



sFlow benefits

Very small / no delay

Keeps 60+ bytes from packet

Simple encoding protocol

Small CPU overheader



Vendors do sFlow wrong

Lack of sFlow support
Scalability issues

Inadequate sampling rate



10

Linux traffic capture

Other

AF_PACKET

AF_XDP



Best protocol for DDoS detection? sFlow!



Cloud Analytics

Amazon VPC Flow logs

Google Flow Logs

Azure Flow Logs



THANKS


