
BGP Flow Spec for
DDoS mitigation



Hello

2

I’m Pavel Odintsov, DDoS mitigation enthusiast,  the author of FastNetMon: 
https://fastnetmon.com and CTO of FastNetMon LTD.

Ways to contact me:

● linkedin.com/in/podintsov
● github.com/pavel-odintsov
● twitter.com/odintsov_pavel
● IRC, Libera Chat, pavel_odintsov
● pavel@fastnetmon.com

https://fastnetmon.com


Current DDoS Weather

3Data provided by The Dutch National Scrubbing Center (NaWas)



BGP Blackhole / RTBH
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What is the 
problem?
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Carpet Bombing Attack
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What is BGP Flow Spec / RFC5575
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● Protocol to configure distributed firewall
● BGP NLRI (Network Layer Reachability Information)
● RFC 5575 standard was published in 2009



BGP Flow Spec filtering capabilities
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● Source prefix (IPv4 or IPv6)
● Destination prefix (IPv4 or IPv6)
● IP Protocol number
● List or range of source ports for TCP and UDP
● List or range of destination ports for TCP and UDP
● ICMP code
● TCP flags
● Packet length
● Fragmentation flags (do not fragment, is fragment, first or last fragment)
● DSCP



BGP Flow Spec filtering actions
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● Drop
● Rate limit
● Accept
● Mark (DSCP)
● Redirect to VRF
● Redirect to nexthop (draft)



Workgroup spent 6 years on RFC 5575 
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Support on Juniper, JunOS 12.3, March 2012?
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Support on Juniper, JunOS 7.3, August 2005?

12https://archive.nanog.org/sites/default/files/tuesday_general_ddos_ryburn_63.16.pdf



Support on Juniper, JunOS 7.2, May 2005!

13https://archive.nanog.org/meetings/nanog38/presentations/labovitz-bgp-flowspec.pdf



Support on Nokia, March 2011
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Support on Cisco, 2014

15https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSPG-3012.pdf



Support on GoBGP, 2015

16https://ripe71.ripe.net/presentations/135-RIPE71_GoBGP.pdf



Support on Bird 2, 2017
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Support on Extreme, December 2018

18https://documentation.extremenetworks.com/release_notes/slxos/18r.2.00/SLX-OS_18r.2.00_v3_ReleaseNotes.pdf



Support on Arista, March 2020

19



BGP Flow Spec challenges
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● Limited number of BGP Flow Spec rules
● Lack of standard approach to retrieve packet and byte counters per rule
● Lack of proper rule validation
● Different hardware limitations
● Lack of interface to manage rules efficiently
● Weak integration with Netflow and IPFIX
● Lack of solid support for draft-ietf-idr-flowspec-redirect-ip-00 



BGP Flow Spec hardware limits: ASR 9000
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BGP Flow Spec hardware limits: Arista
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BGP Flow Spec and IPFIX, Netflow on Cisco
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BGP Flow Spec automated rule generation
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Netflow and IPFIX: TraǗic Reports
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FastNetMon: our community
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● Site: https://fastnetmon.com
● GitHub: https://github.com/pavel-odintsov/fastnetmon
● IRC: #fastnetmon at Libra Chat
● Telegram: https://t.me/fastnetmon 
● Slack: http://bit.ly/2o5Idx8 
● LinkedIN: https://www.linkedin.com/company/fastnetmon/ 
● Facebook: https://www.facebook.com/fastnetmon/ 
● Twitter: https://twitter.com/fastnetmon



THANKS!
ANY QUESTIONS?
You can find me at:
⬥ @odintsov_pavel
⬥ pavel@fastnetmon.com
⬥ linkedin.com/in/podintsov
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