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Problem: Running out of private IPv4 addresses

Not a solution: deploy IPv6

Solution: deploy IPv6-only



Proof of Concept: Guest Network
How:

Disabled IPv4 on GoogleGuest and wired guest vlans

Created GoogleGuest-IPv4 (+dedicated wired vlan) for fallback

Enable NAT64 and Google public DNS64

Why: 
a lot of mobile devices which are IPv6-only ready

https://developers.google.com/speed/public-dns/docs/dns64


How Did It Go?
Went Well:

50k+ devices on IPv6-only

Very few complains

Bugs fixed

A lot of IPv4 reclaimed

Didn’t Went So Well:
Multiple SSIDs are confusing

Accidental use of IPv4

Issues are not reported

The story was presented at IETF v6ops@ back in 2020 (slides)

https://www.ietf.org/proceedings/interim-2020-v6ops-01/slides/slides-interim-2020-v6ops-01-sessa-the-day-i-broke-all-the-treadmills-google-ipv6-only-deployment-00


What We Want for Global Rollout

IPv6-Only and IPv4-requiring devices coexist on 
the same network segment

IPv4 is provided as on-demand service

IPv6-Only devices work OK if/when move to 
IPv4-only network



What If...

Client Indicates IPv6-only Capability

Server checks if the given network 
supports IPv6-Only 

IPv6-Only Capable client on 
IPv6-Only capable network

No IPv4 allocated
All other cases:
IPv4 Allocated









Solution Benefits

IPv6-Only and IPv4-requiring devices coexist on 
the same network segment

IPv4 is provided as on-demand service

IPv6-Only devices work OK if/when move to 
IPv4-only network

No noise traffic, so scalability issues



https://tools.ietf.org/html/rfc8925



IPv4-ONLY APPLICATIONS





PREF64 (RFC8781) + DHCPv6 Option 108 (RFC8925)

Also deployed at RIPE85 Network: (see presentation)

https://ripe85.ripe.net/archives/#wednesday




Lessons Learned

Expectation: 10+ years of IPv6 operational experience

Reality: dual-stack operational experience

Expectation: IPv6 works.

Reality: yeah…most of the time…


